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Linux history
Linus Torvalds, Finland,
born in the same year as
UNIX, i.e. 1969, creator of
the Linux kernel and the Git
version control sysem.

Linus Torvalds
announcing
Linux 1.0,
30.03.1994

Richard Stallman, founder of the GNU project and the
Free Software Foundation, co-creator of the GNU GPL
license, creator of the Emacs editor, GCC compiler, GDB
debugger.

Linus
Torvalds
in 2019

Richard
Stallman in
2019

May 1991, version 0.01: no support for the network, limited number of
device drivers, one file system (Minix), processes with protected
address spaces
The Linux Kernel Archives – https://www.kernel.org/
– 2022-02-23, latest stable version 5.16.11
– 2022-02-20, latest mainline 5.17-rc5
Numbering of the kernel versions – see lab notes or Wikipedia Andrew Tanenbaum in 22012

Jonathan Corbet in 2021 Kernel Report :

Roughly 14% of the code is
part of the "core" (arch, kernel
and mm directories), while
60% is drivers.

Linux kernel versions (source: Wikipedia)
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Structure of monolithic kernel, microkernel and hybrid kernel-based operating systems (source:
Wikipedia)

Linus Torvalds :
“As to the whole ‘hybrid kernel’ thing - it’s just marketing. It’s ‘oh, those microkernels had
good PR, how can we try to get good PR for our working kernel? Oh, I know, let’s use a
cool name and try to imply that it has all the PR advantages that that other system has’.”

But – eBPF makes a change ...
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Linux Development
What is BPF?
Highly efficient
sandboxed
virtual machine
in the Linux
kernel making
the Linux kernel
programmable at
native execution
speed.
How to Make Linux Microservice-Aware with Cilium and eBPF, Thomas Graf, QCon 2018,
5
(presentation, transcript)

Memory hierarchy, Intel
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Image source: Intel
Optane offers far superior performance
characteristics to NAND storage (in most
respects, but especially latency, with regular or
random access), yet delivers much better data
density and cost than DRAM. With those
unique traits, Optane serves as an attractive
option to create a new tier spanning the gap
between DRAM and NAND SSDs in the pyramid.
Intel 3D XPoint Technology, Disruptive Technologies Session, 2015 HPC User Forum
3D XPoint™ Technology Revolutionizes Storage Memory
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Process address space
KASLR and KAISER
Additional reading
– KASLR (Kernel Address Space Layout
Randomization) has been merged into
mainline Linux in 2014.
– KASLR is Dead: Long Live KASLR (June
2017) – paper introducing KAISER.
– KAISER: hiding the kernel from user
space, Jonathan Corbet, November
2017.
– The current state of kernel page-table
isolation, Jonathan Corbet, December
2017.
– Linux Documentation in GitHub, January
2018.
– Meltdown and Spectre, Piotr Zalas,
Kernel Page Table Isolation – KPTI (source: Wikipedia)
March 2018.

KAISER – kernel address isolation to have side-channels efficiently removed
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Read-Copy Update (RCU)

Paul McKenney
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http://www.rdrop.com/users/paulmck/RCU/linuxusage.html
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Priority inversion and priority inheritance

Solutions for Priority Inversion in Real-time Scheduling
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Asynchronous I/O – io_uring
Io_uring: started with a simple motivation: as devices get extremely fast, interruptdriven work is no longer as efficient as polling for completions — a common theme
that underlies the architecture of performance-oriented I/O systems.
Fundamentally, ring based communication channel.
Showed up in 5.1 release in May 2019.
Author Jens Axboe.
Built around a ring buffer in memory
shared between user space and the
kernel; that allows the submission
of operations (and collecting the
results) without the need to call
into the kernel in many cases.
Instances of SQ and CQ live in a shared
memory single-producer-singleconsumer ring buffer between the
kernel and the application.
liburing to the rescue
How io_uring and eBPF Will Revolutionize Programming in Linux

14

Asynchronous I/O – io_uring

Faster IO through io_uring, Kernel Recepies, 2019, Jen Axboe
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Transparent Huge Pages – Data structures
•

Minimizing the use of tail pages (2019), Reducing page structures for huge pages
(December 2020) – not merged in May 2021
– Struct page structures (64 bytes) typically take up 1,5% of the available memory.
– For 1GB huge pages the patchset can eliminate 4094 of the 4096 pages representing tail
pages.
– When huge pages are split up, the full set of page structures must be restored.

Page structs
represents one 4
KB page with 64
struct pages.
One compound
page needs 8
such pages.
First one is head
page, the others
are tail pages.

Seven of these
pages are
identical, so can
be replaced
with a single
page.
75% of the
memory
overhead for
this compound
page has been
eliminated.
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Scheduler developers
Ingo Molnar – official developer of schedulers in the
Linux kernel, full-time programmer, employee of
RedHat, from Hungary.

Peter Zijlstra – co-maintainer of various Linux
kernel subsystems including: the scheduler, locking
primitives and performance monitoring, currently
employed by Intel where he assists in enabling new
hardware features on Linux. (2017)
Con Kolivas – anesthesiologist from Australia, hobbyist,
digging in the kernel learned to program, mainly
interested in responsiveness and good performance of
the scheduler in "home" applications.
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Completely Fair Scheduler
Red-black tree
for CFS scheduler
process selection O(1)
insertion O(log(n))

•
•
•
•
•

When a task has finished running on the CPU, all of the other tasks in the tree need to have their
unfairness increase.
To prevent having to update all of the tasks in the tree the scheduler maintains a per-task
vruntime statistic.
This is the amount of total nanoseconds that the task has spent running on a CPU weighted by
its niceness.
Thus, instead of updating all other tasks to be more unfair when a task has finished running on
the CPU, we update the leaving task to be more fair than others by increasing its virtual runtime.
The scheduler always selects the most unfairly treated task by selecting the task with the lowest
vruntime.
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http://cs.unm.edu/~eschulte/classes/cs587/data/bfs-v-cfs_groves-knockel-schulte.pdf

The Deadline scheduler

https://lwn.net/Articles/743740/
it is not possible to use a fixed-priority scheduler to schedule this task set while meeting every
deadline; regardless of the assignment of priorities, one task will not run in time to get its work done.

Deadline scheduling gets away with the notion of process priorities. Instead,
processes provide three parameters: runtime, period, and deadline. A
SCHED_DEADLINE task is guaranteed to receive "runtime" microseconds of
execution time every "period" microseconds, and these "runtime" microseconds
are available within "deadline" microseconds from the beginning of the period.
The task scheduler uses that information to run the process with the earliest
deadline first (EDF).
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The MuQSS CPU scheduler
MuQSS is BFS with multiple run queues, one per CPU.
The queues have been implemented as skip lists.
Wikipedia, https://en.wikipedia.org/wiki/Skip_list
Skip list is a data structure that allows O(log n) search complexity as well as
O(log n) insertion complexity within an ordered sequence of n elements.
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Idle power (Intel OTC Server Power Lab)

The green line is
with the old idle
loop, the red is with
the new: power
consumption is less
under the new
scheme, and
moreover it is much
more predictable
than before.

CPU Idle Loop Rework, Rafael J. Wysocki (Intel), 2018.
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Scheduling – Arm big.LITTLE CPU chip
Scheduling for asymmetric Arm systems, Jonathan Corbet, November 2020.
The big.LITTLE architecture placed fast (but power-hungry) and slower (but more powerefficient) CPUs in the same system-on-chip (SoC); significant scheduler changes were
needed for Linux to be able to properly distribute tasks on such systems.
Putting tasks on the wrong CPU can result in poor performance or excessive power
consumption, so a lot of work has gone into the problem of optimally distributing
workloads on big.LITTLE systems.
When the scheduler gets it wrong, though, performance will suffer, but things will still
work.
Future Arm designs, include systems where some CPUs can run both 64-bit and 32-bit
tasks, while others are limited to 64-bit tasks only. The result of an incorrect
scheduling choice is no longer a matter of performance; it could be catastrophic for
the workload involved.
What should happen if a 32-bit task attempts
to run on a 64-bit-only CPU?
• Kill the task or
• recalculate the task's CPU-affinity mask?

Cortex A57/A53 MPCore big.LITTLE CPU chip

Core scheduling
Core scheduling, Jonathan Corbet, February 2019.
SMT (simultaneous multithreading) increases performance by turning one physical CPU
into two virtual CPUs that share the hardware; while one is waiting for data from
memory, the other can be executing. Sharing a processor this closely has led to
security issues and concerns for years, and many security-conscious users disable
SMT entirely.
On kernels where core scheduling is enabled, a core_cookie field is added to the task
structure. These cookies are used to define the trust boundaries; two processes with
the same cookie value trust each other and can be allowed to run simultaneously on
the same core. (Peter Zijlstra)
A set of virtualization tests showed the system running at 96% of the performance of an
unmodified kernel with core scheduling enabled; the 4% performance hit hurts, but
it's far better than the 87% performance result measured for this workload with SMT
turned off entirely.
The all-important kernel-build benchmark showed almost no penalty with core
scheduling, while turning off SMT cost 8%.
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Admiral Grace Hopper explains the
nanosecond
•
•

•
1906-1992
•

•

I called over to the engineering building and I said:
„Please cut off a nanosecond and send it over to me”.
I wanted a piece of wire which would represent the
maximum distance that electricity could travel in a
billionth of a second. Of course, it wouldn’t really be
through wire. It’d out in space; the velocity of light.
So, if you start with the velocity of light, you’ll discover
that a nanosecond is 11.8 inches long (29,97 cm)

At the end of about a week, I called back and said: „I need
something to compare this to. Could I please have a
microsecond?”
Here is a microsecond, 984 feet (29992,32 cm). I sometimes
think we ought to hang one over every programmer’s desk
(or around their neck) so they know when they’re throwing
away when they throw away microseconds.
https://www.youtube.com/watch?v=9eyFDBPk4Yw
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But ...
Be aware, shouting in the datacenter
is not recommended

Brendan Gregg

Vibration can badly influence
disk latency
https://www.youtube.com/watch?v=tDacjrSCeq4,
https://www.youtube.com/watch?v=lMPozJFC8g0

25

What is going on in the kernel –
kernel reports
•

The Kernel Report, Jonathan Corbet, Linux Plumbers
Conference 2021 (starting from 6:45)
This talk will review recent events in the kernel
development community, discuss the current state of
the kernel and the challenges it faces, and look forward
to how the kernel may address those challenges

•
•
•

The Kernel Report, Jonathan Corbet, LPC 2020, 2020 edition.
The Kernel Report, Jonathan Corbet, linux.conf.au 2019 edition.
The Kernel Report, Jonathan Corbet, Open Source Summit, 2018 edition.

•

Linux Weekly News
– Kernel index
– Conference index
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The Kernel Report 2021
• io_uring
–
–
–
–

Asynchronous I/O that actually works.
More operations (not just I/O anymore).
File operations without file descriptors.
BPF support.

• BPF
–
–
–
–
–

BPF for Windows.
Atomic operations.
Sleepable BPF programs.
Direct calls to kernel functions.
Signed BPF programs (in progress).

• 30 years later – what have we learnt? (Linus Torvalds 1991)
–
–
–
–
–
–

Tools matter.
Maintaining compatibility is important.
Vendor independence is crucial.
Code quality and maintainability over features.
Copyleft holds things together.
We can do it, we can do it better!
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